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(54) SEMICONDUCTOR DEVICE 

(57)Abstract 

PROBLEM TO BE SOLVED: To provide a semiconductor device 
capable of performing direct access to an incorporated non-volatile 
memory and preventing data stored in the non- volatile memory 
from being illegally read. 

SOLUTION: Most of a large number of memory cells provided in a 
memory cell array 1 1 form an ordinary data storage area 1 2 and a 
part of these memory cells forms a lock bit 13, on the other hand. 
When lock data are not stored in the lock bit 1 3, an input/output 
control circuit 21 permits the read of ordinary data, which are 
stored in the ordinary data storage area 1 2, from the outside and 
when the lock data are stored in the lock bit 13, on the other hand, 
the input/output control circuit 21 inhibits the read of the ordinary 
data, which are stored in the ordinary data storage area 12, from 
the outside. 
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(54) [Title of the Invention] 

SEMICONDUCTOR DEVICE 
(57) [Abstract] 

[Object] To provide a semiconductor device which can 
directly access a built-in non-volatile memory and can 
prevent illegitimate reading of data stored in the non- 
volatile memory. 

[Solving Means] While most of multiple memory cells 
included in a memory cell array 11 form a normal data 
memory area 12, some of them form a lock bit 13. When lock 
data is not stored in the lock bit 13, an input/output 
control circuit 21 permits external reading of normal data 
stored in the normal data memory area 12, whereas when lock 
data is stored in the lock bit 13, the input/output control 
circuit 21 inhibits external reading of normal data stored 
in the normal data memory area 12. 
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(SCOPE OF CLAIM FOR PATENT) 

"semiconductor device characterized ^.^".^ 
a non-volatile memory cell array which includes a 

formed by a plurality of memory 
normal data memory area, ^ * P ^ formed by , t 
oells, for storm, no™ . data and ^ ^ 

le ast one memory cell, for .tor , 

>i reading of the normal data storeo 
external reading inpu t/output systems; 

""Tic i cu which is connected to said non- 

a log ic circ in put/output system and 

;:r r::^i -a -I s ai d — — 

volatile memory cell array 

— tryTrit X r.» — «- - 

data memory area ^ ^ ^ the normal 

d3ta " ed in said normal data memory area from being 
data stored in saio n stored in the 

output to the outside when the look data 

lock bit. 

[CLAIM 2] prordin , to claim 1, 

The semiconductor devn.ce according 

• h in that said normal data memory area and said 
characterized xn that sa ^ 

lock bit are erased at a time oy 

tCLAIM 33 • nductor device according to claim 1 or 2, 

The co^ or d ^ memory said 

foirr::: -luded in . same — memory section. 
[DETAILED DESCRIPTION OF THE INVENTION] 
[0001] 

rField to Which the invention Belongs] 

[ -^n relates to a semiconductor 

The present invention relates 
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, oartiC ularly, to a semiconductor device, such 

deViCS ' ^' « TZ e Scale Integrated Circuit, or *SIC 
as a system LSI (I g _ which has . non - 

(ftpP lication Specific ^ 9 _ 
volatile memory like a lias 

[0006] 

means for Solving the Problems) 

[Means ^ ^ serolc onductor device 

d no to the present invention comprises a non-volatile 
according to th P ^ ^ ^ 

memo ry cell array ^ ^ ^ 

an/a 1 k bit, formed by at least one memory cell 

• „ lock data for inhibiting external reading of 
£or storing lock dat ^ ^ ^ _ ^ 

the normal data stor circuit which is 

has two input/output systems; a logic circu 

nas twu j-* f _ T1 ^rrav via one 

».rt to the non-volatile memory cell array via 
connected to tne from the 

- /outout system and reads the normal data from 
inP ut/output sy c . rcu . t uh . ch ls 

n ° rma \r:oTe no": iatile memory cell array via the 

other inpuwu ^ output to an 

• normal data memory area to be output, 

data is stored in the lock bit. 

t 0007 ' »n™ external reading 

According to the present invention, extern 

1 data stored in the normal data memory area is 

o£ "ck is ^ * «- — — - 

Iirrhl normal data can be te ted 
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data stored in the normal data memory area is inhibited, so 
that even if the normal data is data to be confidential 
,.,.,.» encryption program,, such confidential data can 
be prevented from being illegitimately read out. 
Regardless of whether lock data is stored in the lock bxt 
or not, the input/output system that connects the non- 
volatile memory cell array control to the logic circurt rs 
not cut off. This can allow the logic circuit to always 
read normal data stored in the normal data memory area. 

[0008] ' , 

In the invention described above, it is preferable 

ch at the normal data memory area and the lock bit should be 
erased at a time by a common erase command. In thxs case, 
normal data is not illegitimately read out after erasing 
the lock bit. and, unlike in an OTPROM (One Time 
Programmable Read Only Memory) , new normal data can be 
stored in the normal data memory area after erasure, so 
that it is possible to easily perform update or the Irke of 
a program in the normal data memory area. 

[0009] „ rf 
' It is preferable that the normal data memory area and 
the lock bit should be included in the same non-volatxle 
mem ory section. In this case, the normal data memory area 
and the lock bit are formed by memory cells which are 
included in the same non-volatile memory section, so that 
useless complication of the structure of a semiconductor 

device is avoided. 

[0010] 

[Mode for Carrying Out the Invention] 

A n embodiment of the invention will be described below 
referring to the accompanying drawings. Fig. 1 is a block 
diagram showing the schematic structure of a semiconductor 
device according to one embodiment of the present mventron. 



- 4 - 



• onductor device shown in Fig. 1 is a system LSI or 
The semiconductor qkv^ 

n the like which has a flash memory section 10 and a 
ASIC or the li*e W11J - V - 11 

T1 -:+-\ 9n or the like mounted 
rPU (Central Processing Unit) 20 or tne 11 

Z JL and the flash memory section 10 inches 
cell array H and an input/output control circuit 21. 

ir/wnere tne Input/output control circuit 21 Is not 
included in the flash memory section 10 is feasible. 

l0011 L memory cell array 11 includes multiple memory 
C ells most of which form a normal data memo, ^are< ,12 * 
some memory cells form a loc* bit 13. The loc. bit 
constituted by a single bit or a plurality of brts. 

l001 lrmal data such as a program which is executed by the 
CPU 20 is stored in the normal data memory area 12. Stored 
in the loc* bit 13 is loo, data for inhibiting normal data 
rom being read outside. «hen the loo, data is stored in 
the loo, bit 13, therefore, external reading of the normal 
data is prohibited. 

100131 .11 ai-rav 11 are a word line 

Connected to the memory cell array 

dri ver 16 for selecting one of word lines 14 of the 

driver 10 ,„ 4 „„ , rated voltage thereto, 

multiple memory cells and applying a rated J 

and a source line driver 17 for applying a rated voltage 

source lines 15 of the multiple memory cells. 

[0014 L the time of storing normal data in the normal data 
memory area 12, the word line driver 16 which has received 
a p ogram command for the normal data memory area 
one of Plural word lines 14 which are connected to the 
normal data memory area 12 and applies a rated voltage 
thereto to store the normal data bit by bit. Likewise, at 
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line driver 16 which has received a program command for the 
lock bit selects one of plural word lines 14 which are 
connected to the lock bit 13 and applies a rated voltage 
thereto to store the lock data. 
[0015] 

At the time of erasing normal data from the normal 
data memory area 12 or erasing lock data from the lock bit 
13, the word line driver 16 and the source line driver 17 
which have received a common erase command apply a rated 
voltage all the word lines 14 and source lines 15 to erase 
the normal data and lock data from the normal data memory 
area 12 and the lock bit 13 at a time. 
[0016] 

The CPU 20 is connected to the memory cell array 11 
via a data bus 18 (one input/output system) . The CPU 20 
has an input terminal 22 and an output terminal 24 for a 
logic circuit (hereinafter called to-be-controlled circuit) 
other than the memory cell array 11. The CPU 20 generates 
a control command based on data input via the input 
terminal 22 from the to-be-controlled circuit and normal 
data read out via the data bus 18 from the normal data 
memory area 12, and outputs the control command to the to- 
be-controlled circuit via the output terminal 24. 

[0017 T he input /output control circuit (e.g., multiplexer) 
21 is connected to the memory cell array 11 via a data bus 
19 (the other input/output system) . The input/output 
control circuit 21 has an input terminal 23 and an output 
terminal 25 connected to the input terminal and output 
terminal of a chip. The input/output control circuit 21 is 
a logic circuit for controlling the input/output data 
between the memory cell array 11 and an external section. 
[0018] 
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The input/output control circuit 21 will be discussed 
in detail. The input/output control circuit 21 supplies 
normal data and lock data, externally input via the input 
terminal 23, to the memory cell array 11 via the data bus 
19 The input/output control circuit 21 permits normal 
data to be output to the outside via the output terminal 25 
when lock data is not stored in the lock bit 13, but 
inhibits normal data from being output to the outside via 
the output terminal 25 when lock data is stored in the lock 

bit 13. 
[0019] 

According to this embodiment, therefore, the 
input/output control circuit 21 permits normal data stored 
in the normal data memory area 12 to be output to the 
outside when lock data is not stored in the lock bit 13, so 
that the normal data can be tested by directly accessing 
the normal data memory area 12. When lock data is stored 
in the lock bit 13, on the other hand, the input/output 
control circuit 21 inhibits normal data stored in the 
normal data memory area 12 from being output to the outside, 
so that even if the normal data is data to be confidential 
(e.g., an encryption program), such confidential data can 
be prevented from being illegitimately read out. 
Regardless of whether lock data is stored in the lock bit 
13 or not, the data bus 18 is not cut off, so that the CPU 
20 can always read normal data stored in the normal data 
memory area 12. 
[0020] 

According to this embodiment, the normal data memory 
area 12 and the lock bit 13 are erased at a time by a 
common erase- command, so that normal data is not 
illegitimately read out after erasing the lock bit 13, and, 
unlike in an OTPROM, new normal data can be stored in the 



normal data memory area 12 after erasure, thus making it 
possible to easily perform update or the like of a program 
in the normal data memory area 12. 



[Brief- Description of the Drawings] 

[Fig. 1] It is a block diagram showing the schematic 
structure of a semiconductor device according to one 
embodiment of the present invention. 

[Explanation of Reference Symbols] 

10 Flash memory section 

11 Memory cell array 

12 Normal data memory area 

13 Lock bit 

16 Word line driver 

17 Source line driver 
18, 19 Data bus 

20 CPU 

21 Input/output control circuit 
22, 23 Input terminal 

24, 25 Output terminal 

(Fig. 1) 

10: Flash memory section 

11: Memory cell array 

12: Normal data memory area 

13: Lock bit 

16: Word line driver 

17: Source line driver 

21: Input/output control circuit 
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